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iz Positives and Negatives of the Internet

« Allows easy data dissemination

e Provides access to “near real time” data in the
form of pictures available to the public

 Remote operation / troubleshooting
e Denial of Services

e Loss of data

e System down time

 Too much protection negates the benefits of the
Internet
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2= Main Computer Security Concerns

Digisonde | Main -
Hardware Computer

E—
GE—

aleys

 Limited network connectivity (NetBIOS only)

* File sharing system is used for “communication

netween systems

e Requires Aux computer to be compromised

 No way to access “shares” on the Main
computer system

 Requires detailed knowledge of Main computer
function
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wiess Aux Computer Security Concerns

Uses a modern operating system, an
accessible / familiar operating system

Usually sits on a network connected to the
Internet

Network services provide potential points
for attack

The Aux Computer is usually automated
and doesn’t function as a workstation

The focus of this talk
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wiess - Aux Computer Security Measures

e Partition structure

* Eliminate unnecessary protocols from network
devices

e Users

« Event Log/ Log files
e Auditing

e Antivirus
 Windows Update

e Firewalls
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FTP Web
Session Session

_ Network N— ——
* The operating system A
partition Is segregated from = Computer
the partition accessible from 0s @ A
the internet Partition _root” Partition

* Network services allow access only to the non operating
system partition

— FTP server allows access only to D_root partition
— Web page contents are similarly on “working” partition
— Use of these services does not access data on the
operating system partition
e Could result in loss of data / software of the D_root
“Non critical” loss of data
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e Eliminate Unused Protocols

e External Network uses TCP/IP
* Internal Network uses NetBIOS
e Reducing Protocols reduces services one can provide

Main
Computer Internal External Internet
P . Network Network Connection
Connection

< Aux Computer >

NetBIOS TCP/IP
Other
Protocol
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User Accounts

e Users

IDF @

— Limit number of system users

— Rename built in accounts (Administrator,
guest)

— XXX-admin, 2 uml administrators, DPSMAIN
— Use “strong” passwords

— Change passwords on some regular interval
— Disable unused users (guest, |IS user, etc)
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Centralized
location for most
windows logging.

Operating system,
applications and
services have
access to this
logging system
When there is a
problem itis a
good place to start
looking

Event Logs

JRI=TEY
File action Wiew Help
IR,
@ Event "."IEWEF {Lu:u:al]l Spplication 483 event(s)
ﬂj Twpe | [Dake | Tirne: | Source &
zjzt”;'r:*’ () Information  4/24/2007 132302 HHCTRL —
Internet Explorer @Infnrmatiun 412412007 1532301 HHCTRL
1 e ) ) . @Infnrmatiun 412412007 132301 HHZTREL
Microsoft Office Diagnostics
31| Microsaft OFfice Sessions @Infnrmatiun 4jz4/2007 13:23:01 HHCTRL
@Infnrmatiun 412412007 13:23:01 HHCTRL
@Infnrmatian 412412007 13:23:01 HHCTRL
@Infnrmatiun 4f24 /2007 13:23:01 HHCTRL
@Infnrmatiun 4f24 /2007 13:23:01 HHCTRL
@Infnrmatinn 4fz4/2007 13:123:01 HHCTRL
@Infnrmatiun 412412007 1532301 HHCTRL
@Infnrmatiun 412412007 13:23:01 HHCTRL
@Infnrmatiun 412412007 13:23:01 HHCTRL
@Infnrmatiun 412412007 13:23:01 HHCTRL
@Infnrmatian 412412007 13:23:01 HHCTRL
@Infnrmatiun 4f24 /2007 13:23:01 HHCTRL
@Infnrmatiun 4f24 /2007 13:23:01
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e Control Panel /

Event Log Properties

Administrative Tools /
Event Viewer; Right
click / Properties

* Be familiar with event
log settings for all event
logs:

Application
Security (Auditing)
System

2007

IDF (=

General | Filker |

Dizplay name: IS_I,Istem

Log name: IE:'\WINDI:I'W'S'\systemSE'tc:nnfig"aSysEvent.Evt
Cize: B120 KR [B24,288 bytez]

Created: YWednesday, Januam 03, 2007 09:53:49
kodified: Thursday, April 12, 2007 03:08:12

Aorezsad: Thurzday, Apnil 12, 2007 03:06: 72

— Liog zize

M azimum log size: I31355 _I? KB

YW hen maximum log size is reached:

f* Ovenarite events az needed

& Ovenwrite events older than I? _Ij days

" Do not ovenarite events

(clear log manually) Restare Defaults

[ Using a low-zpeed connection Clear Log

k. Cancel Apply
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LOWELL u u
LA Auditing

 Powerful method for monitoring system
activity

 Available in Windows 2000 and XP

* Allows custom logging (you choose)

« Auditing records are viewable from the
Event Viewer / System Log
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You can choose what to
audit

Control Panel /
Administrative Tools /
Local Security Settings

Audit account logon
events, success and
failure

Auditing Objects can be
tricky

Beware of too much
auditing

30 APRIL TO 3 MAY 2007

Auditing Settings

§ Local Security Settings i ]|
File  Action  Wiew  Help
& = |F| X |
@ Security Settings Policy  # | Securiky Sething |
@ F\ccount.F‘f:Iicies .ﬁ.udit account logon events Mo auditing
E@ Loeal PD_I'E'BS_ F\udit account management Mo auditing
% EUdlt;D:'_lcty fsci X [R¥]audit directory service access Mo auditing
@ Sser _tlg Ost' SSIgNMEN F\udit logon events Mo auditing
PO 3
[:I Publin:elz:: :D"cpiel:l'ls .C\udit object access Mo auditing
[:l Software Restriction Policies 'ﬁ'Ud!t DD.IIE_Y CUE I o aud!t!ng
,g IP Security Policies on Local Computer . Audit privilege use No auditing
F\udit process tracking Mo auditing
F\udit system events Mo auditing
Audit account logon events Properties e |
Local Security Setting I
g".: Audit account logon events
=5
Audit these attempts:
MV Success
¥ Failure
Ok I Cancel | Apply |

XI INTERNATIONAL DIGISONDE FORUM




Lt Additional Service Log Files

* Provided log files (D:\Logfiles)
—FTP Log
— Apache access and error logs
— Antivirus Logs
— Firewall Log (if you have XP)

* Log Files formats are similar in their fields.

* Look for obvious signs of malicious
activity.
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AT Antivirus

e Antivirus Software Concerns

— For Antivirus software to be effective it must
contain up to date definition files

— Ensure the software has the abillity to
download updates for virus definition files

— Ensure the antivirus is automated (scans and

updates)
— Free Antivirus
e Avast WWW.avast.com
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http://www.avast.com/

OF

UMCEA Windows Update

2007

Eliminates operating system vulnerabilities
| exploits

Updates should be performed on a regular
basis or automated

www.windowsupdate.com
Updates can be uninstalled
No updates for Windows NT
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http://www.windowsupdate.com/

UMLEAR Firewalls

e A firewall Is recommended

« XP service pack 2 has a built in firewall
Control Panel / Windows Firewall

e Free firewalls
— Zone Alarm

o Usually a firewall exists at Network’s edge
(network admin territory)
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e e Firewalls
cl..nul;lli.'.l}a’//

* Must be properly configured to allow services access,
and access to services. Firewalls block both ways.

 Necessary Network ports that must be open for access
— FTP:
. 20,21
— Web:
« 80
o Software that requires access to the Internet
— D:\Dispatch\FTPS.exe
— Antivirus Software (Main executable & Update executable)

e Shut off the firewall to troubleshoot.
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Additional Helpful Tools

— Task Manager (Ctrl-Alt-Delete)

— Services (Control Panel / Administrative Tools
| Services)

— Google for services / executables that are not
familiar

— Netstat (from console: Run cmd.exe)
— Usually, investigation Is required
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e Contact information:
— Ryan Hamel@uml.edu
— David Kitrosser@uml.edu
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S5y Additional Measures

« Shut down the targeted service

« Use the firewall to close network ports In
guestion

o Use the firewall to prevent access from the
attacker

e Disable the Internet network device
(unplug the system from the network)
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wiica= - On a Network
)

Computer

ftp: 21

http: 80

https: 443

NetBIOS: 137

epmap: 135

snmp: 161

isakmp: 500

ntp: 123
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i DPS-4 Block Diagram
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~= Apache web access log example

64.211.22.214 - root [08/Feb/2007:18:18:00 +0000] "GET //control/DCP-start.ntml HTTP/1.0" 401 476
64.211.22.214 - - [08/Feb/2007:18:18:01 +0000] "GET /mod_ssl:error:HTTP-request HTTP/1.0" 400 425

64.211.22.214 - HEWITT [08/Feb/2007:18:18:02 +0000] "GET //control/DCP-start.ntml HTTP/1.0" 401
476

64.211.22.214 - [kw [08/Feb/2007:18:18:03 +0000] "GET //control/DCP-start.ntml HTTP/1.0" 401 476

64.211.22.214 - sysadm [08/Feb/2007:18:18:05 +0000] "GET //control/DCP-start.html HTTP/1.0" 401
476

64.211.22.214 - - [08/Feb/2007:18:18:05 +0000] "GET
lerror/%5¢c%2e%2e%5c%2e%2e%5c%2e%2e%5c%2e%2e%5cwinnt%5cwin.ini HTTP/1.1" 404 317

64.211.22.214 - dhs3pms [08/Feb/2007:18:18:07 +0000] "GET //control/DCP-start.html HTTP/1.0" 401
476

64.211.22.214 - root [08/Feb/2007:18:18:08 +0000] "GET //control/DCP-start.html HTTP/1.0" 401 476
64.211.22.214 - mtcl [08/Feb/2007:18:18:10 +0000] "GET //control/DCP-start.ntml HTTP/1.0" 401 476
64.211.22.214 - mtch [08/Feb/2007:18:18:12 +0000] "GET //control/DCP-start.html HTTP/1.0" 401 476
64.211.22.214 - at4400 [08/Feb/2007:18:18:13 +0000] "GET //control/DCP-start.html HTTP/1.0" 401 476
64.211.22.214 - diag [08/Feb/2007:18:18:15 +0000] "GET //control/DCP-start.html HTTP/1.0" 401 476
64.211.22.214 - dhs3mt [08/Feb/2007:18:18:17 +0000] "GET //control/DCP-start.ntml HTTP/1.0" 401 476
64.211.22.214 - kermit [08/Feb/2007:18:18:18 +0000] "GET //control/DCP-start.html HTTP/1.0" 401 476
64.211.22.214 - admin [08/Feb/2007:18:18:20 +0000] "GET //control/DCP-start.html HTTP/1.0" 401 476
64.211.22.214 - halt [08/Feb/2007:18:18:22 +0000] "GET //control/DCP-start.html HTTP/1.0" 401 476
64.211.22.214 - install [08/Feb/2007:18:18:23 +0000] "GET //control/DCP-start.html HTTP/1.0" 401 476
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Apr 3 23:31:36 MahGuard sshd[22984]:

Apr 3 23:31:36 MahGuard sshd[22984]:
port 59295 ssh2

Apr 3 23:31:38 MahGuard sshd[22986]:

Apr 3 23:31:38 MahGuard sshd[22986]:
port 59921 ssh2

Apr 3 23:31:41 MahGuard sshd[22988]:

Apr 3 23:31:41 MahGuard sshd[22988]:
211.137.74.58 port 60110 ssh2

Apr 3 23:31:47 MahGuard sshd[22990]:

Apr 3 23:31:47 MahGuard sshd[22990]:
211.137.74.58 port 60714 ssh2

Apr 3 23:31:49 MahGuard sshd[22992]:

Apr 3 23:31:49 MahGuard sshd[22992]:
211.137.74.58 port 61635 ssh2

Apr 3 23:31:51 MahGuard sshd[22994]:

Apr 3 23:31:51 MahGuard sshd[22994]:
211.137.74.58 port 61839 ssh2

Apr 3 23:31:53 MahGuard sshd[22996]:

Apr 3 23:31:53 MahGuard sshd[22996]:
211.137.74.58 port 62434 ssh2

sshd log example

Invalid user Ipd from 211.137.74.58
Failed password for invalid user Ipd from 211.137.74.58

Invalid user Ipa from 211.137.74.58
Failed password for invalid user Ipa from 211.137.74.58

Invalid user admin from 211.137.74.58
Failed password for invalid user admin from

Invalid user admin from 211.137.74.58
Failed password for invalid user admin from

Invalid user admin from 211.137.74.58
Failed password for invalid user admin from

Invalid user ftpuser from 211.137.74.58
Failed password for invalid user ftpuser from

Invalid user ftpuser from 211.137.74.58
Failed password for invalid user ftpuser from
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